Certificate Trust Lists

What Are TThey?
Why Are They Useful?
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Where Did CTL's Come

Eem7
m Microsoit develepment.

m Ornginal targeted for cross certification
witheut directoery dependency.

> Now depreciated in in faver of “son of
24597




What'sina CTL?

lts signed data content
» Currently PKCSY
> Would also work withi CMS

Policy Infermation
» Setof OID’s

\alidity penod
List of trusted certificates as hashes
Set ofi extensions




CTL ASN.1 Structure

CertificateTrustList ::= SEQUENCE
version Version DEFAULT v1,
subjectUsage Subject Usage,
listidentifier Listldentifier OPTIONAL,
sequenceNumber INTEGER OPTIONAL,
thisUpdate ChoiceOfTime,
nextUpdate ChoiceOfTime
subjectAlgorithm  Algorithmldentifier,
trustedSubjects TrustedSubjects
extensions Extensions OPTIONAL




New ASN.1 Content

B SubjectUsage —
» Seguence of 1 or more policy OIDs
» Same structure as EKU
m Listldentifier
» Octet string

B JrustedSubjects
» Hash ofi certificate (octet sting)

> Segquence ol attribute type & value pairs
(optienal)




What Do CTLs Do?

EXpress policy regarding a set of
hashes

» Currently certificates
» Could apply to other sets of hashes.

Leave the originall certificate intact

Provide delivery vehicle for certificates
and policy

Push or pullfadistribution




WhayAVeuid-YeuRNVant e D6
This?

m [Root certificate distribution

» Original hierarchy remains; intact
~ No dependency on client enrelment

» No need for client Ul
Certificate distrust list
Compromised key list

Bad timestamip or notany/ list




Usage Scenano: i

m Consumers on the internet

’

Remove dependency on Browser update
for Trust update

Prevent pointless Ul to consumer
Lower cost ofi entry for new. comersial Cas
No dependency on client enrelment

Single CTL could werk with multiple
venders, products




Usage Scenamo: 2

n Enterprise PKI applications without
dependency on enrolment

» Venders could sign CRL fer new
Enterprise root

~ Different policy to commerciall CA’s

~ Don't need a cert to participate in PKI
applications

» [TLS senrver authentication
> S\MIME signature verification




Weels EeyzEife

m Microsoft turn over CTL to IETF
> Royalty free patent license
Author [-D with any interested parties

>
> |IETE would henceforth own CITLs
>

Micresoit would revise current
Implementation to: meet hew REC
rlequirements




Questions




